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DEVELOPMENT OF A MIVAR EXPERT SYSTEM
FOR SELECTING A CONSENSUS ALGORITHM
FOR DISTRIBUTED LISTS

B pabote mmBapHas akcneptHas cuctema (MOC) co3gaHa Ansa onpegerneHns onTuMasbHOro anropuTMa
KOHCEHCyCa B pacnpeaenéHHbIX peectpax npu pasnmyHbiX CUTYaUmsIX Norb3oBaTenen u ux npeamMeTHbIX
obnacten. NpoBeaeHo cpaBHeHWEe 23 anropMTMOB KOHCEHCYca M3 6 KaTeropui (Ha ocHoee rpachoB, Ha
OCHOBE [10Ka3aTeNbCTB, Ha OCHOBE BECA, BU3AHTUMCKME HA OCHOBE rOfI0COBAHUS, HEBM3AHTMICKUE Ha
OCHOBE TOIIOCOBaHUs, paHOOMM3NPOBaHHbIe). B npouecce aHanvaa CyLlecTByHOLIMX anropuTMOB
KOHCEHCyca BbISBNEHO 15 3HauMMbIX KpuTepreB BbIOOpa, BKMYAsA Takne kak maclutabupyemocTb,
JAeLleHTpanu3auus, nponyckHasi CnocobHOCTb, 3HeproaddeKTUBHOCTb M T.4. [pOrpaMMHbIA KOMMIEKC
KSCMU WilMi PazymaTtop Cry>XUT OCHOBHbIM UHCTPYMEHTOM Ans co3gaHust MOC, kotopas nossonser
BbIOMpaTb NOAXOASALLIME anropUTMbl KOHCEHCYCA Ha OCHOBE 3anpocoB nonb3osatene. MOC no BbiGopy
anroputmMa KoHceHcyca OyaeT nonesHa pasdpaboTumkam pacnpedenéHHbIX peecTpoB npu BbiGope
Haunydlwero anroputmMa M3 MHOXEeCTBa [OCTYMHbIX BapvaHTOB UM C YYETOM CMELUUKN KaKOoon
npegmeTHon obnacTu.

KnroueBble cnoBa: MvMBap, MMBapHbIE CETU, MUBapPHbIE 3KcnepTHble cnctembl, KOCMW, WilMi,
NCKYCCTBEHHbIN MHTENNEKT, pacrnpeienéHHble peecTpbl, anropuTMbl KOHCEHCYCA.

In this paper, a mivar expert system (MES) was created to determine the optimal consensus algorithm in
distributed registries for various user situations and their subject areas. A comparison of 23 algorithms
was conducted consensus from 6 categories (graph-based, proof-based, weight-based, Byzantine voting-
based, non-Byzantine voting-based, randomized). In the process of analyzing existing consensus
algorithms, 15 significant selection criteria were identified, including such as scalability, decentralization,
throughput ability, energy efficiency, etc. The WilMi Razumator software package serves as the main tool
for creating an MES, which allows choosing appropriate consensus algorithms based on user requests.
The MES for choosing a consensus algorithm will be useful for distributed ledger developers when
choosing the best algorithm from a variety of available options and taking into account the specifics of
each subject area.

Keywords: mivar, mivar networks, mivar expert systems, KESMI, WilMi, artificial intelligence,
distributed registries, consensus algorithms.
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Pa3p860TKa MI/IBapHOVI 3KC€pTHOI7I CUCTEMbI AnA Bbl60pa anropuntMma KOHCeHcyca...

BBepnexune

Kaxk u3BectHO, pacnipenenénnbie peectpbl (DLT) mpuMeHSIOTCS KO MHOTHM acIieKTam
4eJI0BEYECKOM JKM3HM, BKIIIOYAs 37pPaBOOXPAHEHUE, CEIbCKOE XO3AHUCTBO, (hapMaleBTHKY,
TPAHCIIOPT M LENOYKU MOCTaBOK. Llenbio MaHHOM paboThl SBISETCS CO3JaHHME MUBApPHOU
AKCIIEPTHOM CHUCTEMBI JJIsl BbIOOpa aJropuTMa KOHCEHCyCa paclpeleléHHOro peecTpa,
COUETAIOIIETO JKelaeMble MOJIb30BaTEIEM CBOICTBA.

MuBapHble TEXHOJIOTUU [1] JIOTMYECKOTrO MCKYCCTBEHHOIO MHTEUIEKTA [2] MOYKHO
OPUMEHATH JJIs PEUIeHUs 3a/a4 MPUHATHS PEIICHUH B Pa3iMYHBIX 00JacTsAX, T.K. OHH
MO3BOJIUIM PEAIM30BaTh JIOTUUECKUUA BBIBOJ [3] C JIMHEHHOW BBIYMCIMTEIBHON CIIOXK-
HocThio [4]. Hanmpumep, MUBapHbI€ TEXHOJIOTUYU YCHEIHO IPUMEHSIOT JJI1 KOMILUIEKCHOTO
MOJICJIMPOBAHUS MIPOIIECCOB [ 5] MOHMMaHU TEKCTa [6] M pacrio3HaBaHUs U300pakeHHi [7];
JUTs pa3pabOTKH y4eOHBIX IporpaMM [8], co31aHus aKTUBHOW WHTEPHET-SHIUKIIONE A [9]
U B JUCTaHIMOHHOM o0yueHuH [ 10]. B Mmenuiinne npumMeHs 0T MUBapHbie 6a3bl 3HaHuM [11]
TSl IMArHOCTUKM caxapHoro nuadera [12] u moxbopa jgexkapcTBeHHbIX GopM [13].

BaxHO OTMETHTH, UTO HCIIOJNIB30BaTh MHUBAPHBIE TEXHOJOTUHU IJiI POOOTOTEXHUKH
ObL10 TIpeIoxkeHo enie B 2004 roxy [14], 3arem nob6asumicy ACY TIT [ 15], a ¢ 2016 roga
WCCJIEIOBaHMs PACIIUPWINCh B TUIAHE CO3JAHUS CHUCTEM MPUHATHUS perieHuit [16] aBTo-
HOMHBIX po0O0TOB [17], onpenenenns METpUKU aBTOHOMHOCTH [ 18] 1 MHTENIeKTyalbHOCTH
[19] poOOTOTEXHUYECKMX KOMIUICKCOB, BBIMOJHSIOIMIUX CJIOXKHBIE JCHCTBUS B peaibHOM
Bpemenu [20]. Kpome Toro, B HacTosiiee BpeMst MUBapHbIE TEXHOJIOTUH [21] ucnomnp3yrorcs
B CJIEIYIOMIMX 00JACTSIX: MPUHATHE PELICHUN B BUACOaHAIUTUKE [22], ToaA00p TBOPUECKUX
x000u [23], TulaHMpOoBaHWE MapUIIPyTOB JJIsi aBTOHOMHOTO TpaHcmopTa [24], co3naHue
WHTEPAKTUBHBIX CIPABOYHBIX CHCTEM [25], moadop 3agaHuii B cucTeMe-TpeHaxepe [26],
OIICHKA OTpsA/la B UTPOBOM IpoeKTe [27], olleHKa MeTaboIn4eckoro cuHapoma [28], co-
3/laHHE CHCTEM IIOJIHOTO JKM3HEHHOIO IMKJIAa M3Aenuil [29], opraHmzanus ynpaBlieHUs
npoektamu kKommnanuu [30] u apyrue obnmactu. Takum oOpa3oM, MUBapHBIE TEXHOJOTUH
SBJISIIOTCSL JOCTAaTOYHO YHUBEPCAIBHBIMU JUISI CO3J@HMsI Pa3IMYHBIX CHCTEM 00pabOTKH
MH(pOpMallMl U TPUHATUS PEIIEHUH B CaMBIX CIOXKHBIX OOJIACTAX HAyKM U TEXHUKH,
BKJII0Yast U 000CHOBaHHUE BHIOOPA TEXHOJIOTMH PACIIPEEIIEHHOTO peecTpa.

Hanbonee Ba)kHBIM KOMIIOHEHTOM Ka)JIOW TEXHOJOTHUM PACHpPENIETIEHHOTO peecTpa
ABIJISIETCSl aJITOPUTM KOHCEHCYCa, KOTOPBIM MCNOJIb3yeTcd AJid AO0KAa3aTelbCTBA MOJJIUH-
HOCTH TpaH3aKIUil U TapaHTHUH TOTO, YTO BCE Y3Jbl B CETH COTJIACYIOTCSI C TEKYIIUM
cocrosinueM cetr [31]. CymiecTByeT MHOXKECTBO arOpUTMOB KOHCeHcyca [32], Ho ux *ku-
3HECIIOCOOHOCTD ISl KOHKPETHBIX MPUJIOKEHUIN BapbUpyeTCs, YTO JENaeT UX KOMIPOMHUCCHI
pemarouM (HakTopoM, KOTOPBIH clieAyeT yUnuThIBaTh Npu BHeApeHun DLT B KOHKpeTHOMH
obnactu [33].

Buobl anroptmMoB KOHCeHCcyca

ANTOpUTM KOHCEHCycCa O0€CIeYMBAET COTJIACOBAHHOCTH MaHHBIX MEXAY Y3JIaMHu
pacnpenenénHoro peectpa. Ha puc. 1 moka3zaHbsl pa3ivyHble KAaTETOpPUU aJIrOPUTMOB
KOHCEHCYCa U IPUMEPHI JJI KaXK/I0H KaTerOpUH.
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Pucynok 1 — Tunsl aropuTMOB KOHCEHCYca
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ANTOpUTMBI KOHCEHCYca OoJiee MoIpOOHO U3II0KEHBI BO MHOTHUX HAYYHBIX paboTax, a
MBI cpa3y IepeiieM K CO3aHII0 MUBApHOH 0a3bl 3HAHUIA.

dopmanm3oBaHHOE onucaHne npegmMmeTHon obnacTu.

Mozens MuBapHOi 6a3bl 3HaHUI COCTOUT U3 2 OCHOBHBIX KJIACCOB — 3aIPOC M MPEIOKEHHE
cuctembl. B Tabnuue 1 npuBeneHO omMcaHME Kilacca 3allpoc ¢ BXOJIHBIMM IapaMeTpaMu,
HEo0X0UMBIX [yt peanuzanuu MOC.

Tabmmma 1 — Kiracc 3anpoc, BXOJHBIE ITApaMeTPhl H OTPaHUICHHS

Ha3panue kiacca | Pogurenbckuii MapameTpsl JonmycTumple Onucanue
KJ1ace 3HAYeHHs
3ampoc Bribop anroputmal Br16op HE0OX0TUMBIX
KOHCEHCyca TI0JIb30BATEII0 TAPAMETPOB
Cpoiictea DLT 3ampoc Br1bop xapakTepucTuk
pacIpenenéHHOTo peecTpa
Heuentpammzanus |CsotictBa DLT Bricokas {0, 1} HeuentpanmmzoBanusiii DLT
JICHEHTPATH3ALHS paccpenoToueH o CeTH
Cnabas {0, 1} y3II0B, B OTIMYHE OT
JICLEHTpaIN3ansl nenrpanuzoBanHoro DLT,
Lentpanuzanms {0, 1} KOTOPBIM YIPABJISAET OOUH
00BEKT (B TaKO CETH €CTh
y3eI-Tuaep).
Hoctyn Cpoiictea DLT  |ITyGuuaHBIH {0, 1} JlocTyn OTKPBIT AJIsl BCEX.
[MpuBarHbIi {0, 1} J171st KOpIIOPATHBHBIX
pELICHU.
Koncopuuym {0, 1} Hcnonw3yroTes ans
0aHKOBCKOW OTpaciIy.
Macmrabupyemocts|CBoiictea DLT ~ [MacimrabupyemocTs {0, 1} Bo3MoxxHOCTB yBENnH4YEeHUS
BBICOKasI pasMepa CeTH U
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Haszpanue kiacca | Poaurenbckuii IMapameTpsl Jomyctumele Onucanue
KJ1ace 3HAYeHHs
MacirabupyemMocTsb {0, 1} (GYHKIHOHAIBEHOCTH 03
HU3Kast yXYIILICHUS TToKa3aTeeit
TIPOU3BOIUTEIBHOCTH
HCXOJHOM CHCTEMBIL.
CUHXPOHHOCTB CroiictBa DLT  |Cucrema {0, 1}
CHCTEMBI ACHHXPOHHAs
Cucrema CHHXpOHHAsI {0, 1} B cHMHXpOHHBIX cucremax
BCE KOMMYHUKAIMN
TIPOHUCXOAT PAYHIAAMH.
Pazpemenne Ha/Cpoticta DLT  (Pa3pemenne HyXHO {0, 1} [onmp30BaTeny OKHBI
nobaBJcHME OBITh aBTOPU30BAHBI
Paspemenue He {0, 1} [Mo3Bosser sodoMy
HYXHO MIPUCOCINHHUTHCS K CETH
CaoiicTBa 3anpoc Br16op xapakTepucTuk
aJropuT™Ma JITOpUTMa KOHCEHCyca
MuHnMaIbHas >0 MuHUMaTbHOE KOJTHIECTBO
MPOITyCKHAas TpaH3aKINH, KOTOpPBIE
CocOOHOCTh aNropuT™M 00padaTeIBacT 3a
CeKYHIY.
MaxkcumanbHast >0 MakcuManbHOE KOIUYECTBO
MPOITyCKHAs TpaH3aKIUi, KOTOpbIE
CHOCOOHOCTh ITOpUTM 00pabaTtkiBaeT 3a
CeKYHIY.
Cn0XHOCTb B HoTarmu
KOMMYHHUKAIUU Big O
ConpoTuBIIEMOCTh <1 MakcumanbHas
JI0JIs1 HEUCTIPABHBIX Y3JIOB,
TIPU KOTOPOH alrOpUT™M
IPOJIoJKaeT paboTaTs.
Ba3oselii Mexann3m |CBoiicTBa I'onocoBanue {0, 1} IIpouecc rojgocoBanus B
ITOpuUTMa ITOPUTME MOJKET
TIPOU3BOIUTHCS B OJIUH WITH
HECKOJIBKO 3TAIOB.
JloTepest {0, 1} B ocHOBe n0TEpEn MOKET
HaxOAMUThCS
60 BEPOSTHOCTHBII
MEXaHU3M Ha
OCHOBE Kpunrorpaduu,
mmbo apyrue
PaHIOMH3HPOBAHHBIE
MEXaHH3MBI.
3amuTa oT ommbOok |CBoOMCTBa 3ammra ot {0, 1} Hawmepennsle ataku oT
JIrOpuT™Ma BU3aHTHUHCKUX BPEOHOCHBIX Y3JI0B
OmKOOK
3amura ot {0, 1}
HEBHM3aHTHHCKHUX
OmKOOK
CrnoxHOCTB CaoiicTBa IIpocTas peanuszanus {0, 1}
peanuzaniu ITOpUTMA CroxHast pean3anms {0, 1}
Duepro3¢pdexruBHO [CBOICTBA Bricokas {0, 1} IToka3arens KonmuyecTBa
CThb ajnroputMa 9HEeprodPpPEeKTHBHOCT oTpe0IIsIEMOM aNrOPUTMOM

b

SHEpPIruu
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n

Ha3panue kyacca | Pogurenbckuit IMapameTpsl Jomyctumele Onucanue
KJace 3HAYEHHsI
Huskas {0, 1}
9HEPro3PPeKTUBHOCT
b
3amepxka CgoiicTBa Huskas 3amgepixka {0, 1}
JIropuT™Ma CpenHsisi 3a51epKKa {0, 1}
Beicokast 3aziepkka {0, 1}

Ha ocHoBe BBe1eHHOT0 3arpoca oIb30BaTENI0 Oy Ay T MpeAIaraTbCs BCe MOAXOSIINE
KaTeropuu (M3 6 BO3MOXKHBIX) U KOHKPETHBIC AITOPUTMBI B ITHX KaTeropusx (w3 23
PacCMOTPEHHBIX B JIaHHOH pabote). B Tabi. 2 mepeunciieHbl KIacChl ¢ BBIXOIHBIMHE Tapa-
metpamu. B Tabn. 3 mpuBeneH GpparMeHT TaOJIHIbl MUBApHBIX MPAaBWII B (hopMaTe €CIIH-TO
(Bcero ObLIO BBIZIETICHO 29 MpaBUI).

Tabnuma 2 — Knacc nmpeaioxeHre CUCTEMBI M BRIXOJHBIE TapaMeTPhl

Ha3Banmue KJj1acca PoauTeanckui Kjace IHapameTtpsl Onucanne

IIpennoxxenue Bri6op anropuTMa Onpenenenne MOAXOIMIINX
CHCTEMBI KOHCEHCyca O] 3aIIPOC AJITOPUTMOB
Kareropus anroputma | IlpemioskeHue CUCTEMBI DAG

proof-based
voting-based bft
voting-based non-bft
weighted-based
randomized

Anroputm IIpennoxxeHnue cucTeMbl

DAG Auroputm Hashgraph aBFT

Tangle Lightweight PoW (IOTA)
proof-based Anroputm PowW
PoS
LPoS
PoET
voting-based bft Auroputm BFT
DPoS
IBFT
RBFT
PBFT
BFA
RCPA
HBBFT
Ignite (Tendermint) | PoS + bft
voting-based non-bft | Axropurm CFT
Paxos
Raft
weighted-based Anroput™ PoA Proof of authority

Pol Proof of importance
randomized Auroputm Avalanche

Ouroboros
Algorand Pure Proof-of-Stake
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n

Tabmmma 3 — Cnrcok MUBapHBIX IpaBmi B hopmarte «Ecnu (Bxom), TO (BEIXOM)»

crrocobnocTs < 1250

Ne Bxoanbie napamerpsl Brixonmbie IIpaBuio
napaMerpsbl
OnpeneneHne KaTeropuu
1 MacmrabupyemocTs Beicokas | DAG Ecmm (MacmtabupyemMocTs BEICOKas) &&
) (3anmra OT BU3aHTHHCKUX OMIMOOK)
2 3aIIUTa OT BU3AHTHHCKHX
) omKOoK
JOCTYII Iy OJIMYHbIH Proof-based Ecnu (moctyn my6nmunstit) && (6a30Bbli
3. MeXaHu3M JoTepes) && (3ammra ot
BH33aHTHICKHX OIMIMOOK)
4. 0a30BbIil MEXaHHU3M JIOTepest
5 3aIIUTa OT BU3AHTHHCKHX
) omKOoK
OmnpepeneHue anroputMa
6. DAG >0 Hashgraph Ecu (DAG > 0) && (uenTtpanusanms) &&
7. COMPOTHBJIIEMOCTh < 1/3 (crmoxkHast peanm3anus) &&
8 CJI0’)KHOCTh KOMMYHHKAITUH (compotuBisiemocts < 1/3) && (ci10KHOCTB
' == O(n*log(n)) kommynukaruu O(n*log(n))) &&
9. IlenTpanusanus (MaxkcumaibHasi IpOIyCKHast CIIOCOOHOCTD <
10. CoKHAsl peanu3amus 10000) && (3anmepixkka BoicoKas) &&
1 MakcuManbHas IPOIyCKHast (BrIcokast sHEproaPpPeKTuBHOCTE) &&
) cnocobxocTs < 10000 (acMHXpOHHas CHCTEMA)
12. 3aieprkKa BBICOKAs
13 BBICOKas
) 9HEProd3PPeKTUBHOCTD
14, ACUHXPOHHAs CUCTEMA
15. proof-based >0 PowW Ecmu (proof-based > 0) && (cnabas
16 cimabast 9HeprodpPeKTUBHOCTE) && (BBICOKAs
' 9HEpProdPPeKTHBHOCTH JeneHtpanuzanyd) && (3anepikka cpenHsi ||
17. BBICOKasI JICIIEHTPAIN3AIIHsI 3anmepikka BrIcOKast) && (MacmTabupyeMoCThb
18. 3aziepKKa cpetHss Huskas) && (comporusiseMocts < 1/2) &&
19. MacIITabupyeMOCTh HU3Kas (cnoxuocts kKommyHukanuu O(n)) &&
20. COIPOTHBISEMOCTH < 1/2 (MaxkcumaipHast IpOIyCKHast CIIOCOOHOCTD <
21 CJIOKHOCTh KOMMYHHKAI[HH 7)
' O(n)
29 MakcumanbHasi POIyCKHast
' crocoOHOCTB < 7
23. proof-based >0 POET Ecnu (proof-based > 0) && (Pa3perienue Ha
24 Paspemenne Ha noOaBieHIEe nobaBieHne Hy)XHO) && (BBICOKast
) HY>KHO MacImTabupyeMocTb) && (BBICOKAs
25. BBICOKAsl MacIITaOMPyeMOCTh sHeproapdexTuBHOCTh) && (3amepixka
BBICOKAs cpennss || 3amepikka BricoKas) &&
26. 5HEpro3GPEeKTUBHOCTD (cnoxnOCTH KOMMyHHKammu == O(n%)) &&
27. CII0XKHAS PeaTH3aLus (MunHManbHas IPOIyCKHask ClIocOOHOCTh >
8. 3a1epKKa CPEeIHSIs 470) && (MakcumanbHas IPOIyCKHas
29. conpoTusisieMocTs < 1/4 criocobHocThb < 1250) && (cuHXpOHHAs
CII0KHOCT KOMMYHHKAIHH cuctema) && (comportusisemMocts < 1/4)
30. —= O(n%)
31 MuHUMabHAas! TPOITYCKHAsS
' crocoOHOCTE > 470
32. MakcuManbHas IpoIyCKHas

MO’KHO YBUJIETh, KAKUMH MapaMeTpaMu ONpeesieTcss TOT BbIOOP.

Ha puc. 2 npuBenén rpad 1i1st BBIOOpa KaTeropuu aropuTMa KOHCEHCyca, Ha KOTOpOM
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Pucynok 2 — I'pad Be1O6Opa kateropuu anropurmMa
JIist TecTUpOBaHUS MOJICH OBLTH OIPEAETICHBl HECKOJIBKO KOHTPOJIBHBIX HA0OPOB
napameTpoB. Ha pucynkax 3 u 4 npuBeeHbl 3HAU€HHS JUIsl OJTHOIO U3 TECTOBBIX CIIy4aeB,
IIPH KOTOPOM HAWMIIYYIINM BBIOOPOM SIBIISIETCSI KATETOPHs aJITOPUTMOB Ha OCHOBE rpados
WJIM HEBU3AHTHUICKHI Ha OCHOBE TOJIOCOBaHMS, a UMEHHO ajIroputM Paxos.
CnpoektupoBanHas MOC BbiBesla TOJIB30BATENIO0 KOPPEKTHBIA pe3ynabrar. Ha
pHUCYHKe 5 mpuBeaEH rpad, MOKa3bIBAIOLIUI MPOU3BOAUMBIE IPOBEPKH.

3anpoc
CBoifcTBa anroputMa
Ba30Bblii MeXxaHWU3M

FonocosaHue 0
INoTepesn 1
3apepxka
3apepxxka BbicoKasi 0
3apepxKa Hu3Kas 0
3apepxka cpeaHss 1 ANropuT™
3awwura oT ownbok DAG
3awuTa oT BU3aHTUINCKUX OLIMGOK 1 Hashgraph = ¢
3almTa OT HEBU3AHTUNCKUX OWKNBOK 0
Tangle Yucno ¢
MponyckHas cnoco6HOCTb MakcUmanbHas 500
Proof-based
MponyckHas cnoco6HOCTb MUHUManNbHass 1000
PoET 1 ¢
CNOXHOCTb KOMMYHUKaLUM 3 .
CnoXHOCTb peanusauuu Randomized
MpocTas peanusaums Yueno Algorand Yucno ¢
CnoxHas peanusaums Yucno Voting-based BFT
ConpoTuenseMocTb 0,2 IBFT Yucno ¢
OHeproadHeKTUBHOCTb RBFT 0 !
Bbicokas aHeproadg$pekTUBHOCTb 1 voting-based non-bft
Cnabas aHeproadp¢deKTMBHOCTb 0 Paxos Yucno ¢
CsomcTsa DLT Weighted-based
DeueHTpanusauus PoA Yneno ¢
Bbicokas aeLeHTpanu3auus Yucno -
KaTeropus anroputma
Cnabas peueHTpanusaums Yucno DAG 1 ¢
LleHTpanu3aums Yucno
foctyn proof-based 1 ¢
KoHcopumym 0 randomized Yucno ¢
MpuBaTHbIi 0 voting-based bft 1 ¢
My6nunyHbIi 1 voting-based non-bft 0 ¢
MacwrabupyemocTtb weighted-based 0 ¢
MacutabupyeMocTb BbicoKas 1
MacuwTtabupyeMocTb Hu3Kas 0
Pa3pelueHune Ha pobaenexune
PaspelleHure He HyXHO 0
Pa3spelueHue Hy>XHO 1
CUHXPOHHOCTb CUCTEMDI
Cuctema acMHXPOHHas 0
Cuctema CMHXpOHHas 1
Pucynok 3 — 3amnpoc, BBe1EHHBIN NpH Pucynok 4 — Pe3ynbeTaT, BEIBEIEHHBIH MTPH
TECTUPOBAHUUN MOACIIN TECTUPOBAHNUN MOACIIN
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Pucynok 5 — I'pad tectupoBanust Mojenu

3aknodyeHune

DLT sBnsierca NnepcrneKTUBHOW TEXHOJIOTMEH, KOTopas O4YeHb aKTyajbHa B Halle
BpEMs1, KOT'J1a 0OY€Hb MHOTHE JICHCTBHS U TPEIMETHI IEPEHOCST B BUPTYAIBbHYIO PEaIbHOCTD,
B TOM 4ucJIe OyMa)kHbI€ JOKYMEHTHI U IEHBIU.

XOTs KaXXIpIi aJTOPUTM KOHCEHCYCa UMEET CBOU CHUJIbHBIE U C1a0ble CTOPOHBI, IPU
BbIOOpE MOJIXOASAILIET0 MEXaHM3Ma KOHCEHCyca KpaliHe Ba)KHO YUYUTBIBaTh KOHKPETHBIE
TpeOOBaHUS M OrpaHMUYCHHS BapHaHTa HMCIONB30BaHUA. Kpome TOro, BaXHO MCCIEIOBaTh
HNOTEHIMAJIbHbIE MOAM(DUKALMK M aJanTaldl 3TUX AJITOPUTMOB JJsl YCTPAaHEHHS HUX
OTpaHWYEHUN U TpyAHOCTeW. B KOHeUHOM HTOre BHIOOP airopuTMa KOHCEHCyca Oyner
3aBHCETh OT ONTHMaJbHOrO OajlaHca MeXJIy JKeJaeMbIM YPOBHEM O0€30MacHOCTH,
MIPOM3BOIUTEIFHOCTBIO, JIEIICHTPAU3aIeld U ApYruMy (hakTopamu, Celu(GUIHBIME IS
HPUITOKEHUS.

B mpouiecce paboThl nccnenoBanbl 23 pa3IMYHBIX AITOpUTMa KOHCEHCyca. B nanHoi
paboTte ObLTH HcclienoBaHbl 6 rpynn anroputMoB KoHceHcyca: DAG, proof-based, voting-
based bft, voting-based non-bft, weighting-based, randomized. Omnpenenensr 15 karoueBbIX
CBOWCTB aJrOPUTMOB KOHCEHCyca. BBIIM ompeneneHbl Kiacchl, mapaMeTpbl U IpaBuiIa U
peanuzoBana MOC 1151 BBIOOpa ONITUMAIBHOIO aJITOPUTMA KOHCEHCYCa, CBOMCTBA KOTOPOTO
OyAyT COOTBETCTBOBATH 3a/IaHHBIM I10JIb30BATEIISIM TApaMETPAM.
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RESUME
N. S. Podoprigorova, S. A. Kozyrev, S. S. Podoprigorova, A. V. Baldin,
A. A. Kotsenko, Gong Shenshuo
Development Of A Mivar Expert System For Selecting A Consensus Algorithm
For Distributed Lists

There are many works devoted to the analysis and research of distributed ledger
technologies (DLT), as they are applied to many aspects of human life, including healthcare,
agriculture, pharmaceuticals, transportation and supply chains. DLT is a promising
technology that is very relevant in a time when many actions and objects are transferred to
virtual reality, including paper documents and money.

While each consensus algorithm has its own strengths and weaknesses, it is critical to
consider the specific requirements and constraints of the use case when choosing the right
consensus mechanism. In addition, , it is important to explore potential modifications and
adaptations of these algorithms to address their limitations and difficulties. Ultimately, the
choice of consensus algorithm will depend on the optimal balance between the desired level
of security, performance, decentralization, and other application-specific factors.
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The Mivar Expert System (MES) is designed to determine the optimal consensus
algorithm in distributed ledgers for different user situations and domains. . In the process of
work, 23 different consensus algorithms were studied, united into groups: DAG, proof-
based, voting-based bft, voting-based non-bft, weighting-based, randomized.

In the process of analysis of existing consensus algorithms, 15 significant selection
criteria were identified , including such as scalability, decentralization, throughput, energy
efficiency, etc. The KESMI WilMi Razumator software suite serves as the main tool for
creating an MES that allows selecting appropriate consensus algorithms based on user
requests.

The classes, parameters, and rules of the mivar base are defined knowledge, and then
an MES is implemented to select the optimal consensus algorithm, the properties of which
will correspond to the parameters specified by the users. The IES for choosing a consensus
algorithm will be useful for distributed ledger developers when choosing the best algorithm
from a variety of available options and taking into account the specifics of each subject area.

PE3IOME

H. C. lNodonpuzoposa, C.A. Kosbipes, C. C. lNodonpuzoposa, A. B. barnouH,
A.A. KoueHko, NyH LLIsHWo

Paspabomka mugapHoU aKcrepmHoul cucmemal

0r151 8bIbOpa anzopumma KOHCeHcyca pacripedesni€HHbIX peecmpos

Bomnpocam ananu3a u uccie0BaHUN TEXHOJIOTUH pacnpenenéHubix peectpos (DLT)
MOCBSIIIEHO MHOKECTBO PadOT, T.K. OHU MPUMEHSIOTCS KO MHOTHUM acCIeKTaM 4eJIOBEUeCKOi
KU3HH, BKIIIOYAsl 37paBOOXPAHEHUE, CEIBbCKOE XO3SUCTBO, (apMaleBTUKY, TPAHCIOPT H
nenoyku rmoctaBok. DLT sBisiercss NEpPCIEKTUBHOM TEXHOJIOTHEH, KOTOpas OYEHb
AKTyaJIbHa B HAIIC BPEMs, KOI'J/la MHOTHEC I[CflCTBI/IH U MMPECAMCTEI IICPCHOCAT B BUPTYAJIbHYIO
pEeabHOCTh, B TOM UUCIIE OyMaXKHbIE JOKYMEHTHI U JCHBTU.

Xors Ka)K)II)II\/JI AJITOPUTM KOHCEHCYCa MMECT CBOU CUJIBHBIC U citadnie CTOPOHBI, ITPpH
BBIOOpE TOIXOAIIET0 MEXaHHW3Ma KOHCEHCyca KpaiiHe Ba)KHO YYHMTHIBATh KOHKPETHBIE
TpeOOBaHUS M OTPAaHUYECHHS BapuaHTa UCMOJIb30BaHUSA. KpoMe Toro, BaxxHO MCCIEA0BATh
INOTCHIINAJIbHBIC MOI[I/I(i)I/IKaIII/II/I N aganTali 3THX aJTOPpUTMOB IJid YCTPAaHCHHA HX
OTpaHWYEHUN U TpyAHOCTEl. B KOHEYHOM uTOre BHIOOP aNropuTMa KOHCEHcyca Oyaer
3aBUCETh OT OINTHUMAJbHOIO OajaHca MEXIy JKEeJlIaeMbIM YypOBHEM O0€30MacHOCTH,
IPOU3BOAUTENBHOCTBIO, JELIEHTpalIn3ayell U ApyruMu (pakropamu, crielu(GUUHbIMU JUIs
IMPUITOKCHUA.

Musapnas skcnieptHas cuctema (MOC) co3nana s onmpeneneHuss ONTUMAaIbHOTO
alropuTMa KOHCEHCYCa B PACHPENCIEHHBIX pEECTpax IMPU Pa3IUYHBIX CUTyalUaX
MoNib30BaTeel W WX MpeaMeTHhIX oOmacteil. B mporiecce pabGoTel mccrnegoBanbl 23
Pa3IMYHBIX AITOPUTMA KOHCEHCYca, 00beMHeHHbIX B rpymmbl: DAG, proof-based, voting-
based bft, voting-based non-bft, weighting-based, randomized.

B mporecce ananu3a cymecTBYIOUIMX aITOPUTMOB KOHCEHCYca OBLIO BBISIBIEHO 15
3HAYUMBIX KpUTEPHUEB BBIOOPA, BKIIIOUAs TAKUE KaK MacCIITa0UPyeMOCTb, JIELEHTpaInu3alus,
MPOMYyCKHAsT CIOCOOHOCTh, AHEprodpdexTuBHOCT, W T.A. I[IporpamMMHBIA KOMIUIEKC
KOCMU WilMi PazymaTop Ciay>KUT OCHOBHBIM HHCTpyMEHTOM majsi cozfpanuss MOC,
KOTOpasi TIO3BOJISIET BBIOUPATh MOAXOAIINE aJTOPUTMbI KOHCEHCYCa Ha OCHOBE 3allpoOCOB
MIOJIB30BaTENEH.

OmnpeneneHpl KiIacchl, mapaMeTpbl W TMpaBWiIa MHUBapHON 0a3bl 3HAHWA, a 3aTeM
peanuzoBana MOC 11t BbIOOpa ONTUMAIBHOTO aIrOpUTMa KOHCEHCYCa, CBOMCTBA KOTOPOTO
OyIyT COOTBETCTBOBaTh 3a/laHHBIM TIOJb30BaTeNlssM mapamerpaM. MOC 1o BwIOOpY
alropuT™Ma KOHCEeHcyca OyAeT mojie3Ha pa3padoTUMKaM paclpeieN€HHBIX PeecTpoB MpH
BBIOOpE HAWIYYIIErOo airopuTMa M3 MHOXKECTBA JIOCTYMHBIX BapUAHTOB M C YYETOM
cnenuuKy KXo MpeIMeTHOW 00IacTH.
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